
TO: Membersof theExecutiveMattersandLegalAffairs Committeeof the
HonoluluCity Council

FROM: NatalieIwasa,CPA =
Honolulu,HI 96825 C,

808-395-3233 ~
c -(

REGULAR
mMEETING: 1 p.m. Tuesday,November15, 2011

SUBJECT: Bill 10, CD1 Honolulu EthicsCommission- Support =

Aloha Councilmembers,

Thankyou for allowing meto providetestimonyon Bill 10,which would
bring ROH Chapter3 Article 6 in alignmentwith thecity charter. It is
importantthesetwo bodiesof law agreewith eachother. During discussions
of this bill, however,aconcernwasraisedregardinganonymityof persons
filing complaints.

In order for anywhistleblowerprogramto be effective,tips from sourcesclose
to thesituationmustnot only be allowedbutencouraged.Bestpractice
guidesregardingwhistleblowerprogramsnotethatoneof thebestwaysto do
this is to offer anonymoussubmissionsof tips, asfearof retaliationis often all
it takesfor thepersonto decidenot to reportcertainactivities.

In recognitionof theimportanceanonymoustipsprovide,theAmerican
Institute of CertifiedPublic Accountantshasdevelopedachecklist(attached)
for governmentaudit committeesto consider. Most, if not all, of thepoints
listedhereapply to Honolulu andthework doneby theethicscommission.

I encouragecouncilmembersto reviewthechecklistandsupportBill 10.
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AnonymousSubmissionof SuspectedWrongdoing (Whistleblowers)
— Issuesfor GovernmentAudit Committeesto Consider

Purpose of This Tool. A key defenseagainstmanagementoverride of internal controls is a
processfor anonymoussubmissionof suspectedwrongdoing (whistleblowing) that typically
incorporatesatelephonehotline. Respondentsto a 2004 survey by the Associationof Certified
FraudExaminers(ACFE) revealedthat various forms of fraud are detected40 percentof the
time by tips, the leading method for detecting fraud.1 Also, ACFE recommendsopeningthe
system to suppliers, customers,and others, which can increasethe number of reports by
approximately50 percent.2

This tool offers examplesof questionsto considerwhen designingan effective whistleblower
hotline. It is not intendedto be all-inclusive, andsome items may not apply to your entity’s
operations.

To learnmoreaboutwhistleblowerlaws andrights,seethe documentat
http://www.aicpa.org/antifraud/businessindustry govt/increasingawareness/43.htm.

Whistleblower Issuesfor Audit Committees to
ConsiderTool

Yes No Not
Sure

Comments

A. DesignEffectiveness

In assessingthedesigneffectivenessof the hotli
considerthe following questions:

1. Doesthe hotline havea dedicatedhotline
number,fax number,web site, e-mail
address,andregularmail or postoffice box
addressto expeditereportsof suspected
incidentsof misconduct?

ne, a government audit committeeshould

~

Associationof CertifiedFraudExaminers,2004Reportto theNation on OccupationalFraud andAbuse,Austin,
TX: ACFE, 2004,p 18.
2 Associationof CertifiedFraudExaminers,2004Reportto theiVation on OccupationalFraudandAbuse,Austin,
TX: ACFE, 2004,p. 19.
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AICPA Audit CommitteeToolkit: Government

Whistleblower Issuesfor Audit Committeesto
Consider Tool

Yes No Not
Sure

Comments

A. DesignEffectiveness(cont.)

2. Doesthe hotline demonstrate
confidentiality,including showinghow
caller ID, e-mail tracking,andother
technologiescannotbeusedto identify the
whistleblower?Has the government
consideredthe useof an independent
hotline operatorto enhancethe perception
of confidentialityin addition to anyreal
improvement?

3. Doesthe hotline utilize trained
interviewersto handlecalls to the hotline
ratherthana voicemail system?

n
LII

4. Is the hotline availability 24 hoursa day,
365 days_a_year?

LI

5. Doesthe hotline havemultilingual
capability to supporthotline callerswith
different ethnicbackgroundsor thosethat
arecalling from differentcountries?

6. Are callersprovidedwith a unique
identificationnumberto enablethem to
call backlateranonymouslyto receive
feedbackor follow-up questionsfrom
investigators?

7. Doesthe governmenthaveacase
managementsystemto log all calls and
their follow-up, to facilitatemanagement
of the resolutionprocess,testingby
internalauditors,andoversightby the audi
committee?Fora sampletrackingreport
thatauditcommitteesmayusefor this
purpose,seethe “WhistlebiowerTracking
Report”tool herein.

8. Has the governmentestablishedprotocols
for thetimely distributionof eachtypeof
complaint,regardlessof the mechanism
usedto reportthe complaint?Are
complaintsof anykind involving senior
managementautomaticallyand directly
submittedto the audit committeewithout
filtering by managementor other
government_personnel?
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AnonymousSubmissionofSuspectedWrongdoing(Whistleblowers)

Whistleblower Issuesfor Audit Committeesto
Consider Tool

Yes No Not
Sure

Comments

A. DesignEffectiveness(cont.)

9. Doesthe governmenteffectively distribute
comprehensiveeducationalmaterialsand
trainingprogramsamongpotentialusersto
raiseawarenessof the hotline? Are these
materialsavailablein all relevant
languages,given the potentialuserbase
and taking into considerationcultural
differencesthatmayrequirealternative
approachesto achievethe desiredgoal?

LI
LI LI

10.Doesthe governmentsupportoutreachto
potential stakeholders other than
employees?

LI
LI LI

11. Do the government’sinternalauditors
periodicallyevaluatethe designand
operatingeffectivenessof the hotline?
Whatwerethe internalauditors’
conclusionsregardinghowthe hotline
reflectschangesin the government’s
operationsandin best practices;(2)
whetherthe hotline is receiving
satisfactorysupportfrom management,
employees,andotherparticipants;and,(3)
whetherprotocolsestablishedfor
forwardinginformationto the government
auditcommitteehavebeenfollowed?

LI LI LI

B. Educating Employeesand Others About the
Hotline

In assessingwhethermanagementis activelypromotingthe existenceand useof the
hotline, a governmentaudit committeeshouldconsiderthe following questions:

1. Isconfidentiality of communicationsmade LI LI LI
to_the_hotline_stressed?

2. Is training providedto employeesupon
hiring_and_periodically_thereafter?

LI LI LI

LI
3. For suppliers,is information incorporated

into avendorapprovalprocess,in purchase
contracts,_andon_purchase_orders?

LI LI
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AICPA Audit CommitteeToolkit: Government

Whistleblower Issuesfor Audit Committees to
ConsiderTool

Yes No Not
Sure

Comments

B. Educating Employeesand Others About the
Hotline (cont.)

4. Is the hotline numberandothercontact
informationprovidedon the government’s
Website, intranet,newsletters,invoices,
purchaseorders,paystubs,checks,and
even_vehicles?

LI LI LI

C. Evaluating Communications Received

In evaluating the communicationsreceived, a governmentaudit committee should
considerthe following questions:

1. Is managementtakingall communications LI LI LI
madeto the hotline seriously?Are
allegations_appropriately_investigated?

2. Doesthe governmenthaveaprocessfor
reportingbackto the whistlebloweron a
timely basis,wherepossible,regardingthe
actiontaken?

LI LI LI
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